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Abstract:

With the emergence of Internet of Things, massive amount of data is produced, processed,
propagated and stored each and everyday. These I0T devices are built only to fulfil the aimed
requirement with very limited resources. As a result, their security and privacy are not given
as much thought. With such limited resources, implementing any system for the privacy and
security issues of 10T devices is a difficult and critical undertaking. However, with the advent
of Blockchain technology, adding security mechanisms in 10T systems no longer seems like a
pipe dream. In this paper, we conducted numerous experiments to determine that pBFT is the
best appropriate algorithm for securing 10T systems. The blockchain concept is utilized with
pBFT in a similar way to Zilliga and Hyperledger for I0T security. As a result, data integrity
and authenticity would be ensured by detecting and preventing security breaches using the
said algorithm.
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Introduction:

loT gradually evolved from the combination of wireless technologies,
microelectromechanical systems (MEMSs), microservices and the Internet. It evolved from
machine to machine communication and elevating M2M toward one more step ahead. 10T is
a sensor network of billions of smart devices which connects human, system and other
applications to gather and share data.

New emerging technologies have an impact on the world. Hence, there is a plethora of
intelligent objects around us, making our lives easier and more comfortable[1].According to a
Cisco networking survey, there are more smart devices than people in our world today. A
growing number of people are connected to the Internet in some way, 24 hours a day, seven
days a week; using three, four, or more smart devices. Smartphones, exercising and health
monitors, and other similar devices may fall into this category. The world's population is 7.4
billion of people. By 2020, 30 billion devices will be connected to the internet[2]. When
informationis exchanged and communicated through various information sensing devices,
over a network, by agreeing upon some protocols; then this whole system is referred to as
Internet of Things.Its aim is to intelligently identify, track down, monitor, and manage
things[3].In layman's language, 10T meant for connecting devices over the internet, having
limited abilities. The Things in loT are the devices that can sense, monitor and actuate[4].
This unique connection of real devices has highly speed up the data gathering, summation
and sharing process with other devices, giving emergence of 10T application in various new
fields; such as medical field, smart housing and so on [5].However, mostly suchkind of
devices and applications are not framed for surviving cyber-attacks, which raises slewof
securityand privacy concerns in 10T networks such as confidentiality, authentication,data
integrity, access control, and secrecy. All this, giving rise to vulnerability towards cyber theft
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and breaches. Anonymity, privacy, trust, and liability are some other important security
requirements[6].Security in 10T devices is a trending issue.

0T connecting billion of devices and involving the use of billion of data points (nodes), all of
which require security. Because 0T devices are closely connected, if intruders will exploit
one vulnerability can manipulate all the data. Hackers are not the only threat to the loT,
privacy is also a major concern for 10T users. Companies manufacturing these 10T devices
could use or leak personal dat of use. Basically, any smart device go through three life stages:
manufacturing, installation and operational stage [7]. If at any stage of life there has been
security flaws in smart devices it can cause major concern for privacy of user.On a daily
basis, attackers and intruders target 10T devices. According to an assessment, seventy percent
of 10T objects are easier to hack. As a result, an effective mechanism is critical for protecting
internet-connected devices from hackers and intruders [8].

The flow of information must be secure in terms of integrity,confidentiality,non-repudiation,
andauthentication.Therefore, we need a mechanism to protect IoT communication protocols
from threat of attack. Because of dynamism, scalability, heterogeneity, limited resource
availability in the 10T devices; its designation and implementation become very challenging
for meeting allsecurity requirements. Hence, we require a system that will be compatible
with such limited environment. The decentralized nature of blockchain technology is relevant
for 10T system but most of the consensus algorithm requires much computational energy.
While, pBFT uniquely don’t require much computational power and take less time to reach
consensus.pBFT is a consensus algorithm that reaches consensus even when some faulty
nodes present in the system [9]. pBFT provides authenticity through consensus and integrity
through keeping system alive [10]. pBFT gives priority to the nodes with high reliability for
intrusion detection and identify them, all the nodes present in the network are available at the
end of detection[11].

Advantages of pBFT:

a) Efficiency: In comparison with other consensus algorithm pBFT can reach distributed
consensus without solving complex computational mathematics.

b) Transactional Finality: Multiple times confirmation is not required, like all other (proof
of consensus) algorithms after finalization and approval.

c) Lessrecompense variance

Most prominent problems are limited computational resources of 10T devices and strict

requirements for power consumption. pBFT doesn’t requirerich computational resources,

hence it can be used for the devices with limited resources.

Related Work

Within a network when smart objects are communicating and exchanging data, if any of it
fails or attacked the whole system is jeopardized[6]. Here are some major security concerns:

A. Data Integrity: The data remains accurate during its transmission between nodes. For
instance, it can be a severe problem, if the eve alters the data and orders to halt the production
in any manufacturing organization[12].

B. Data Confidentiality: Data should remain private between shared nodes. Except for the
sender and receiver, no one else should have access to the data. For instance, if infrastructure
data is compromised, roads and bridges may be destroyed, and security may be jeopardized.
C. Data Authenticity: The authenticationensures that the data received is genuine and
trustworthy. For example, the patient's parameters are transmitted to various medical centers.
If somehow an eve altered this data, then patient's treatment may be jeopardized[13].

D. Data Availability: Data should be available to its concerned user. It is a major problem if
the concerned user is not able to reach the data [6].



Beside all above mentioned issues there are much more challenges faced in handling with loT
system. Below are some of these major challenges:

1. Scalability: Innumerable connected IoT devices over-burdens the management of data
access system. As a result, access control approaches should be scalable in terms of size,
structure, and number of devices[14].

2. Heterogeneity: The Internet of Things connects objects with various fundamentalskills and
application. As a result, the access control mechanisms are anticipated to facilitate
interoperability between disparate objects[15].

3. Restricted Resources: Internet of Things (devices or nodes),mostly they are functioning
without “screen” or even lacking any “user interface”, depends upon battery power for
functioning, commonly performing one task only [16].Because of the inconsequentiality of
loT devices, the computational and storage resourcesaccompanying them are constrained. As
a result, an 10T access control model should be efficient and ideal in terms of overhead on
devices and communication networks. Hence,theyare designed/equipped/deployed with
limited computing and networking capability [17].

More than this, many kinds of devices communicate using several networks for 10T services.
That means there can be many more security issues for the privacy of users and on the
network layer. So, some other security concerns of 0T are: -

1) End to End Data life cycle protection: Data are gathered from many devices which are
connected with each other and instantly passes onto other devices. Therefore, a complete
structure needed to protect data throughout its life cycle.

2) Visible security and privacy: The majority of security and privacy issues are caused due to
user’s misconfiguration. It is necessary to choose security and privacy strategieswhich can be
applied inevitably[6].

Recently, technical issues are resolved by extending and practicing wireless communication
technologies, 10T model has to deal with hurdles associated security of 0T devices over the
constrained environments [18].

Recent Internet security protocols depends upon a popular and trusted cryptographic
algorithm: the Advanced Encryption Standard (AES) block cipher for confidentiality; the
Rivest-Shamir-Adelman (RSA) asymmetric algorithm for digital signatures and key
transportation; the Diffie-Hellman (DH) asymmetric key agreement algorithm and the SHA-
1 and SHA-256 secure hash algorithms[19]. This suite of algorithms is supplemented by a set
of emerging asymmetric algorithms, known as Elliptic Curve Cryptography (ECC)[20].
Because resource-constrained 10T devices lack computational power, general public key
cryptosystems such as RSA are ineffective because they are slow and consume more power.
Elliptical Curve Cryptography (ECC), on the other hand, is lightweight and has proven to be
a suitable candidate for use in 10T networks [21]. In the 10T, the use of time stamps can
protect data and serve as evidence that, data in the 10T are genuine, as they can be traced back
to a particular time, making sure that the information are not tampered [22]. It is also very
difficult to implement programming over 10T devices [23].

As the 10T system is growing rapidly its security issues are getting attention and blockchain
has been seen as a new option for its security by the researchers [22]. With the rapid growth
of mobile internet financial era, combination of the Internet of Things and the blockchain
technologies seems as the most obvious option. The extensive use of “blockchain application
technology” in the global 10T application field is going to perform a progressively significant
role in the future.

The ideology ofblockchain is built upon a distributed security network. Its mechanism
recommends strong data protection as well as protection from tampering [24]. Unlike used in



Bitcoin, blockchain data structure can be used in general as a data structure for storage.
Liketransactions, any other data payloads can be used as the chain of block [25]. The
blockchain's characteristics include: forgery, data encryption, and decentralization allowing it
to execute and store confidential information, prevent data loss and ensure the security of loT
applications at various stages [23][24]. Because of properties such as immutability and
irreversibility, blockchain is the most efficient data security and privacy technology
available[26].

The blockchain's decentralized, trustworthy, and autonomous nature can significantly
improve the security and privacy of ever-expanding 10T networks. Because 10T devices are
the physical world contact points, combining blockchain and loT will allow for the
development of new applications as well as the transformation of existing systems [21].
Blockchain technology is preferred when information security and confidentiality are the
network's top priorities. Implementing blockchain in 10T allows for more efficient access
control. The most vital feature affecting 10T blockchain throughput is the consensus
mechanism [27]. The consensus algorithm is at the heart of Blockchain technology because it
ensures the network's integrity and security. It is a protocol that allows block-chain network
nodes to reach a standard agreement on the current state of the ledger's records. Different
block-chain platforms use different algorithms to reach consensus, and they all operate and
execute differently [28].

Although, presently no blockchain and consensus protocol might concurrently meet both the
security and scalability requirements[29].Most organizations still lack tools for tracking
active keys, and roughly quasi-firms experience complications in implementing encryption
and take it aschallenging because of unclear proprietorship and shortage of experts [30].

But for applying blockchain to the 10T environment, some challenges are most to be fulfilled.
Latency: In permissionless blockchainframeworks it takes between 1 t010 minutes to reach
consensus. In permissioned blockchain it contracts uptomilliseconds.

* Applicability: Generally, there are different kind of devices that are connected within an loT
system. So, it is very difficult to choose a blockchain framework which will be supported by
all devices[31].

It is required to useasuchblockchain architecture which allow unified and ascendable
movement of data from the 10T device to the consensus protocol [29].

Blockchain technology, in conjunction with 10T, cloud computing, big data, and machine
learning, can provide a comprehensive solution to these problems [12].Smart contracts, on
the other side, have the ability to supplement existing technicalmethods for resolving security
challenges. Whereas Blockchain integrallyviolates its distinguishing characteristics such as
immutability,traceability, and authenticity[32]. Smart contracts, then again, make use of
adaptable features such as their customizable nature, similarities with broadly used scripting
languages, and Turing-completeness of their scripting language. The majority of researches
indicates that the application of smart contracts with presentsubstructurestrengthening the
security solutions provided to 10T environments [33]. For the proper function and integration
of various l0T devices, there is a need of huge distributed system for storing and transmitting
data [34]. Because of the ever-increasing number of 10T devices, data vulnerability is a
constant risk. Existing centralized 10T ecosystems have raised security, privacy, and data use
concerns. A decentralized 1D and access management (DIAM) system for 10T devices is the
best solution to these concerns, and that Hyperledger is the best technology for such a system
[35].Fault tolerant consensus protocols play a vital role in establishing trustworthiness of a
system in spite of the chances of node failures [36].

Table 1: Comparison between all proof of consensus algorithms:[37]



Integrity Open | Permissioned
management
of nodes

Saving No Partial Yes
Energy

<51% | <51% <33.3%

Blockchain Prlvate Private Public[37]

A milestone paper by Lamport et al. firstly presented the idea of Byzantine failure. They
proposed their ideology through the case of Byzantine generals, whose troop targeting a
castle of rival. Upon seeing the enemy, the Generals communicate with each other and agree
over a plan of action (consensus) — either to attack or retreat. If they attack altogether, they
succeeded; if none of them attack, they will survive for other day. If some of the general’s
attack, then the generals will not survive. They communicate through messages. The
challenge is that one or more of the generals can deceive and passes onerratic messages to
interrupt the faithful generals from reaching consensus[38]. All consensus algorithm requires
two phase one for request and other for reply while pBFT requires three phase for massive
communicaton[36].pBFT is the most popular algorithm providing tolerance under malicious
attack[39].

Table 2: A comparison table for BFT and pBFT:[40]

BFT pBFT

Consensus algorithm Consensus algorithm

Group of nodes finds consensus; some nodes Generate consensus in malicious environment.
could be malicious.

Less efficacy to operate in adversarial More efficacy to operate in adversarial
environment. environment.

Research gaps

Through literature survey, we come to the point that whatever work has been done over
security issue of 10T devices; various proof of consensus algorithms has implemented over
0T security devices for data privacy at various aspects data confidentiality, authenticity,
integrity, availability and so on. However, all have some limitation due to its heterogeneous
architecture. There is also not so much talk over device certification.

Problem Statement
e Implementing Practical Byzantine Fault Tolerance algorithm to improve integrity and
authenticity of data during its propagation from one node to another over the loT
system.

Contribution and Result:

The proposed methodology follows the approach “practical Byzantine Fault Tolerance
Algorithm(pBFT)”, a consensus algorithm for secure propagation of data introduced in by
Barbara Liskov and Miguel Castro. For checking whether nodes are reliable or not, protocol
uses timestamp from IoT devices [27].It is an advancement in Byzantine Fault



Tolerance(BFT) algorithm, yielding more efficient result than BFT for distributed systems.
The highest number of malicious nodes should be less than or equal to 1/3™ of total nodes
for working of Byzantine Fault system[41].Request of all clients must reach to the nodes
and concurrent issue doesn’t arises. In the process if leader node fails immediately another
leader is selected [42]. The system becomes more secure as the number of nodes grows.

Execution phases seems be like this:

request ipre—preparef prepare commit reply

e NN LXK

2\

2

replica 2 \\\

/

- *
replica 3

Fig. 1Working phases of pBFT [9]

Requirements will be: a) increment in the number of nodes will be adopted.b) Failure of
any nodes doesn’t affect the system.

pBFT consensus cycle are divided into four stages:

1. Request sent to primary node by client.

2. Requests are broadcasted to all secondary nodes by primary node.

3.Then nodes execute the service requested send a respond to the client.

4. When n+1 similar responds received by the client from various node of the network,
then the request is said to be completely served. Where n is the total number of nodes.

Secondary/

Backup
node

Fig. 2. Pictorial representation of algorithm

Algorithm

While client sends request to leader node



do leader node broadcast it to all secondary nodes
if n>2/3" authentic
then agree
else ifQ<= N-f
then live
elseif Q>N/2
then safe
else: malicious
if leader node is malicious
then change the leader node
Wherem+1 replies should be received from secondary nodes

Endif
data node
hode collected at communicate eade
node need with leader ode
ropagation node
[y
¥
pBFT if 1/3rd of
. nodes are not
implemented faulty
—Y node is
authenticatad
. CONSensus e
reached
—— \
Fig. 3 Block diagram of proposed work
Distribution of yi in train data
i i
. .
Fig.4Dividing dataset into two class normal and anomalous
Theorem

Here for maintaining integrity of data we have used hash function. The message digest is
created at the sender node and is sent with the message to the receiver node. To check the



integrity of a message, the receiver generates a hash function and compare the new message
digest with the one received. If they both are same then only data of one node is approved to

pass onto other.
h(y) = h(x)........ (1)

Then the consensus is reached and a message like this will appear and the propagation of data

will be approved without malice.
Public key: 04cffal73088d1715a89f6b5f5T9ce2ch78b069d918b5T5
T82de5c812T67475e213cc07et9631074248adadb5447d31b9d4031223e
602e0a26ab57e39007362d18
Private key: c16ae3688b996f62d18allee8824dec7d6e®@7eb3Th9c39
1e76e€8629176828804

Block mined: 0009980d15cf91lab@7edf7b7afc19a97a3ble@e9f9bb99
0c497fe63edcfb247F
Block successfully mined!

Fig Sintegrity of nodes approved

Rules:[43][39]
1. Client must receive f+1 replies; where f is the number of faulty nodes
2. More than two-third nodes should be authentic
Agree=3f+ 1
3. Liveness: Q<= N-fwhere Q is a constant for Quorum consensus
where N is the total number of nodes
Safety: Q> N/2

Result

At nodes data collected from various sensors are stored and when they are propagated from
one node to another then pBFT performs its role and check whether the information
passingthrough are authentic or not, if they are not authentic and fails to fulfil the rule of
3f+1 consensus they simple breaks them without disturbing the system. So, it is providing
two step security.

Liveness and safety are guaranteed by algorithm until unless n-1/3out of n nodes are faulty,
which indicates that client will receive correct replies for their request node.

Firstly, we have done simpleimplementation on replit(a coding platform) for algorithm pBFT
then we have used the Contiki simulator (simulator for 10T) for real time simulation. For
safety mechanism we have used cryptographic public and private key. Here, we are excluding
the details of implementation part due to space issue. In this paper we are assuming that client
will only send the next request until unless first one is served. If they will send requests one
after other spontaneously, that will result into congestion problem.

The algorithm will provide safety only when non-malicious nodes reach consensus. To
maintain liveliness, if leader node is examined malicious, another node is urgently appointed
as leader. Many of the system succeeded in implementing safety but fails to maintain
liveness. But this system is giving solution for both simultaneously. To maintain liveliness its
following two approach: - first one is the rule of 1/3" node and second one is changing leader
node.The significance of pBFT is that, it will keep the system alive until unless there is
reliable number of nodes, which are greater than the number of faulty nodes.
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Our performance evaluators are number ofnodes, speed & simulation time in milliseconds.
The number of nodes is showed as /I +....nJ where 1 denotes leader node and ....+n denotes
other nodes. The time in milliseconds is showing the time required to communicate one node
to another in real time.

On the real time simulator, green region is the region of strong connection and gray is of
weak connection. The node having sky blue color is the leader node and rest of nodes of
green colors arebackup/secondary nodes.

Earlier 10T was secured through ML algorithm but now researchers and scientists started
using blockchain technologies for the security of 10T devices. 10T network is an ecosystem in
which variety of devices exist. It is almost impossible to train data and provide security for all
kind of sensors/gadgets on the other hand blockchain is providing security using
cryptographic techniques and consensus agreement rule over the network. There is a brief
comparison of these two technologies:

Table 3: Comparison table of ML and Consensus algorithms [44]:

Technique Timein Prior data training = Cryptographic
seconds method used

Logistic Regression 0.01459 Yes No

Advanced Neural Network 1.64238 Yes No

(ANN)

Gradient Booster Classifier 0.74088 Yes No

Naive Bayes’ 0.1895 Yes No

Decision Tree 0.1819 Yes No



Random Forest 0.3828
Support Vector Machine (SVM)  40.081

Proof of Authority (PoA) 5-8
Practical Byzantine Fault 4-26
Tolerance (pBFT)

Proof of Work (PoW) 5-8

Yes

Yes
No
No

No

No

No
Yes
Yes

Yes

Note: For machine learning algorithm time evaluated is testing time in seconds and for consensus algorithm it is

block validation time.

Note: Once Block validation executed nodes can communicate with milliseconds.

Time in seconds

45
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35
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25
20
15
10

Time

00.0

ANN ¢

Logistic Regression
Gradient Booster.

40081

Naive Bayes'
Decision Tree
Random Forest

28

SVM
PoW
pBFT

PoA

algorithms

= Time in seconds

Linear (Time in seconds)

Graph 1 graphical representation for comparison of various algorithms

Furthermore, comparing Practical Byzantine Fault Tolerance algorithm with another
consensus algorithms and analyzing why they suitable for IoT.

Time: Time utilized for block validation
Energy consumption.

Mechanism: Protocol or cryptographic technique used for reaching consensus.

Table 4: Comparison table of various consensus algorithm [40][45]

Algorithm Timein Energy Consumtion Mechanism
seconds
Proof of Work 5-8 High Based on computing power
(PoW)
Proof of Stake (PoS) 12 Relatively low High stakes nodes have the right to
account
Proof of Authority 4-5 High Validators that help to reach
(PoA) consensus
Byzantine Fault 4-10 Relatively low Reach agreement based on value

Tolerance (BFT)



Practical Byzantine

Fault Tolerance

4-26 Low

Using majority rule

Technique Time in seconds Speed Power Consumption
RSA 6 for 100 nodes slow High
Diffie-Hellman 4.6 for 100 nodes slow High
ECC 4 for 100 nodes fast Comparatively low
pBFT 3 for 100 nodes fast low
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Security of data is a major issue in 10T domain. There is a high risk of privacy breaching and
data stealing during data propagation through loT layers. Using pBFT, at network layer of
loT would reduce chances of its breaching and stealing. Till now, in Intrusion Detection
System for 10T there is lack of accuracy in trialoutput and some inconsistency issues.
However, pBFT would efficiently resolve the issues that exists in the existing mechanisms
[11]. Although, the optimistic fast path could be achieved only when there is not aletdown.
Else, the proprietiesbehaves like randomized consensus having congestion issue [46].

However, 10T devices like sensors go through various life stages discussed above. If there is
any issue in sensors at manufacturing stage, it can cause great damage and end upwith
interoperability issue[47]. The best solution for this issue is the device certification.
Certification could be based on some standard norms followed by manufacturing industry or
provided by government. If any device certified by government organization, then must
follow privacy rules and regulation of that country and will be more trustable by the
customers. On the other hand, if a device is certified could be claimed and challenged for
their issues.

Conclusion and Future Scope

Based on various analysis and comparisons we reach on a result that pBFT is the most
suitable algorithm for the security of 0T as it is using cryptographic technique, time
consumed is low, energy consumption is also low and most important thing is that the system
remains live despite of having malicious nodes.In the paper, the proposed method is
concerned about data integrity and authenticity, through practical Byzantine Fault Tolerance
(pBFT) providing an approach for more safe and secure data propagation along 10T devices.
This paper also stressing over the certification of 10T devices. Certification of 10T devices;
resolves most of the problem of sensor interoperability.pBFT may provide a way for data



security in 10T; but it will be very hard to implement it in every case due to heterogeneous
nature of Internet of Things(loT). On our experiment basis if data is propagated with huge
velocity, then system may not crash but congestion would happen. In future we will work
over this propagation delay.
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